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Presentation Notes
One of the fringe benefits of being involved with a project like this is the view. You are standing 220 feet above ground on the tallest building in Rockville, MD, looking north. In the middle distance, directly under the digits 2022, is a cluster of buildings comprising the Montgomery County Government Center, where we have another network node. From this site, we also have links to five other nodes. One link is 40 miles north; another is 30 miles to the southwest.Distances: Washington Monument, 12 miles south; Blue Ridge. (VA) 50 miles west; Catoctin Ridge (MD), 50 miles north.



To access the speaker notes in the 

PDF version of this presentation …

… click on the tiny icon in the 

upper left corner of the slide

If you don’t see that icon, or if nothing happens when 

you click on it, look in the help       for your PDF reader 

app to see how to turn on the Speaker Notes layer.
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Presentation Notes
Let me just add that I try to have more pictures than words on my slides. But practically everything I say, at least until we get to the Q&A portion of the presentation, will be included in my speaker notes. If you should download a PDF copy of my presentation from the RATPAC website, you’ll find a little icon in the upper left corner of each slide. Clicking on that icon should open up the speaker notes layer of the presentation, making the notes visible in a popup window. On most PDF readers, like Acrobat Reader, Foxit PDF Reader, and Microsoft Edge, layers are enabled by default, but if you don’t see that icon, or if nothing happens when you click on it, look in the help for your PDF reader application to see how to turn on layers.



Agenda for tonight’s 

presentation

⧫ What is a MAIPN? 

(overview of the network architecture)

⧫ What is it good for?

(and why are we building it?)

⧫ How does one go about building such a network? 

(and what are the challenges we face?)

But first …

Presenter
Presentation Notes
Let me start by telling you what I’m going to tell you. I’ll start by telling you a bit about the network itself – how we got started doing this project, how we arrived at the network architecture, who we are building it form and why. And, just in case some of you are interested in creating a network like this in your part of the world, I’ll talk about some of the challenges we have faced -- and continue to face.But first …



… a disclaimer

⧫ The Mid-Atlantic IP Network is largely 

aspirational at this point

(that’s a polite way of saying that it barely 

exists)

⧫ Your presenter is a jack of all trades, master of 

none

Presenter
Presentation Notes
… a disclaimer. I’m not here to brag about our wonderful network. In fact, after several years of effort, our lack of progress is frustrating. We started with a vision for fulfilling an unmet need. We have learned a lot about what is required to build a microwave network, and we believe we have demonstrated the feasibility of our approach. But much work remains to achieve our vision.Unlike many RATPAC presenters, I am neither an expert on microwave networking nor an exceptionally gifted public speaker. Someone who heard me give this presentation to a local club in the Baltimore/DC area thought it would be of interest to a wider audience. I thought I was signing up to give my talk to another local club. Next thing I know, I find myself on the RATPAC website, where I feel like a bit of a piker.So, just to be clear: my primary ham radio interest is disaster communications. I jumped into this project with a group of friends to see if Amateur Radio broadband wireless could be put to practical use in that area. I’m going to be sharing what we have learned thus far, warts and all. So this is going to be  a very down-to-earth, non-technical presentation. If you are interested in following in our footsteps – or leading in our footsteps – I hope I can give you a bit of a head start.



MAIPN Origins

Keith at the Richmond (VA) Frostfest in February, 2015

(photo taken by Eva Jäätmaa) 

Presenter
Presentation Notes
MAIPN was started by a small group of hams, led by Keith Elkin, KB3TCB, who was the Johnny Appleseed of Amateur Radio Broadband in the Baltimore/DC area. Keith and his equally technically-minded spouse, Eva, travelled to ham club meetings all over the area to promote exploration of this technology, and he was tireless in his experimentation. My earliest involvement was in 2014, by which time Keith and Eva were already going strong. At some point, they hooked up with Dick Hayman, WN3R, who helped to formulate what became the MAPIN concept. MAIPN incorporated as a 501(c)(3) not-for-profit in 2015. Keith also had an article on high-speed networking published in QST in November, 2015.Unfortunately, MAIPN has remained a small organization, and became much smaller when Keith and Eva decamped to the San Francisco Bay area a few years ago to be closer to their daughter and grandchild.  We miss them.



Amateur Radio broadband —
a plethora of choices

⧫ Broadband-Hamnet (aka HSMM, for High-Speed Multi-Media)

⧫ HamWan (WAN = Wide Area Network) 

⧫ HamNet

⧫ AREDN (Amateur Radio Emergency Data Network)

⧫ NPR (New Packet Radio) …

⧫ … and more

Some network architecture considerations
⧫ Network topologies and routing protocols

⧫ Radio (modulation) protocols

⧫ Choice of frequencies to use

⧫ What network services should be offered (user needs and interfaces)

⧫ Cybersecurity!!!

Presenter
Presentation Notes
Groups of hams across the US and beyond are doing similar kinds of things with wireless broadband equipment. There are some of the efforts you might have read about in QST or on the internet. There are a wide variety of approaches and possible applications for this equipment. ’m not going to go into the details of all these different approaches. I am going to tell you what we decided to do, and why.



… The MAIPN Mission: 
Deliver broadband connectivity to users

1. Build a regional network linking EOCs and 

hospitals throughout the DC Metro area and 

beyond

⧫ to provide redundant broadband service during 

disasters, independent of commercial internet 

infrastructure

⧫ to provide broadband support to Amateur Radio 

infrastructure (e.g., repeater links)

2. Build a capability to project broadband service 

to arbitrary locations within MAIPN service area 

during emergencies (e.g., disaster scene, 

staging area) or special events 

Presenter
Presentation Notes
We are a group of hams who set out to develop some 21st century disaster communications capability in the best spirit of ham radio. Our primary goal is to build a fixed network linking EOCs and hospitals throughout the DC Metro area and beyond. In other words, we are hams building a radio-based network for use by folks who ae generally not hams. However, we also envisioned that this network could be used for purely ham radio applications, like establishing repeater links.We don’t encourage individual hams in our service area to connect to our network for the purpose of making contacts with other hams. Any individual hams who are connected to the network are there either to help manage the network or develop new applications.  And there are better approaches and tools for contesting on the microwave bands. So, those are two areas that are explicitly outside of our scope.So, building a regional network, what we call the backbone of the MAIPN network, is a big part of our mission. In addition, we want to build a capability to project broadband service to arbitrary locations within MAIPN service area during emergencies. It turns out that is much harder to do. 



Cellular Network (Topology)

Presenter
Presentation Notes
Let’s start by talking about what our network is not, starting with a look at some of the more common topologies and protocols. You all know this, but lets go over the concepts of a cellular network, as a springboard for discussion different kinds of broadband architectures. I’m going to quickly list a number of features of a cellular network architecture, and I hope that you can see that each feature I mention opens up a large number of considerations that a network architect has to think through.In a cellular system, The served geographic region divided up into cells.Each cell is served by a base station that operate on multiple frequencies to serve multiple users. As shown here, the frequencies are reused in non-overlapping cells.Each base station is connected to a cellular central office via fiber optic cable or microwave link with enough bandwidth to support all of the end users connected to that site. This is called the backhaul connection.Providing enough radio channels to support all the users in the coverage area of a base station can be challenging, but carriers can solve this problem by establishing more and smaller cells in high-density areas. Cell towers are the most visible part of the cellular system. However, while it is less obvious to us end-users, providing enough backhaul capacity is often the biggest headache for cellular providers.Central offices are connected to regional switches by even higher capacity fiber links … and so on up in hierarchical fashion up to the national level. to provide sufficient capacity for most users, most of the time. Since many calls on the cellular network are local in nature, the first-tier central offices may be connected directly to neighboring central offices, so the calls don’t need to routed to a higher level and back down.  That means that the algorithms for routing and switching calls has to be highly decentralized.Many different protocols used to modulate the RF carrier – 3G, 4G/LTE, GSM, 5G, 6G. The basic topology hasn’t changed since the 1980s, but the protocols used for wireless communications have changed dramatically to push ever more data over each radio links and the backhaul connections .



Mesh Network (Topology)

• Network of specially-configured 

wireless routers in a limited, 

contiguous, geographic area

• Nodes self-configure into a 

network

• Nodes can freely join or leave the 

network 

• Network can support any 

application based on TCP/IP

Presenter
Presentation Notes
Now lets take a look at mesh topology, which we hams hear a lot about these days. When I introduce MAIPN to a new audience, a lot of people assume that it is a mesh network, but it is not.Network of specially-configured wireless routers in a limited, contiguous, geographic areaAll nodes can operate on same channel, or on a limited set of reusable channels like in a cellular networkNodes self-configure into a networkNodes can freely join or leave the network Many commercial mesh protocols have been developed for various applications in building automation, industrial and agricultural applications, and so forth.



Mesh Network Concept

A
B

Presenter
Presentation Notes
All networks exist to enable users to convey information from one location to another through one or more intermediate nodes The key to any broadband network is the routing algorithm, or protocol. In a mesh network, each node maintains a map showing which node can talk to which other nodes. Individual nodes use this map to determine that path any traffic should take to get from an end-user at Point A to another user at Point B (and vice versa). Neither the network administrators nor the users need to  be concerned with how the packets are being routed — the routing protocol built into each router takes care of figuring out what path to take through the network. The routing algorithm is almost always implemented directly in the radio, along with the data protocols and modulation used over the RF link. That is what distinguishes mesh networks from other network topologies, where the routing of packets through the network is carried out by a separate box, called, surprisingly enough, a network router. In a mesh system, each user device connects directly to the radio with its built-in routing algorithm. A router might be needed to serve as a gateway at a node where the mesh network is connected to the internet, but as long as the data remains within the mesh network, a separate router is unnecessary.Theoretically, a mesh network is simple to set up and administer. In most mesh networks, Introducing a new node into the network is as simple as placing it within radio range of at least one other node and turning it on. The new node announces itself to any neighbors within earshot, and this information is shared with other nodes so they can all add the new node to their network map.



Mesh Network Concept

A
B

x

Presenter
Presentation Notes
This self-forming characteristic of a mesh network also means that the network is self-healing. For example, if  Node 2 fails, the routing protocol finds a new path through the network. The alternate path shown here is just one of several possible routes. To maximize efficiency, the routing protocol tries to choose a path with minimum number of hops. Some mesh protocols can also take into account the data throughput on individual hops, bypassing links that have a slow connection speed and/or heavy traffic.



Mesh Network Concept
(e.g., www.aredn.org)

From this …

… to this.

Presenter
Presentation Notes
Like a lot of hams, we started with surplus Linksys routers with custom mesh networking software. We quickly found that these are virtually unusable in urban/suburban environment beyond a few hundred yards, even with a high-gain directional antenna. The Broadband Hamnet mesh protocol was adapted to run on commercial Wi-Fi equipment from several of the major manufacturers in the market. It has all become quite sophisticated.



Mesh Network Concept

A
B

C

DShared 

Link

Presenter
Presentation Notes
However:Mesh networks don’t scale well to many users and large traffic volumes – all the pipes are usually the same sizeChannel capacity between any two nodes is governed by the busiest link in the pathReliability is based on most nodes being able to see more than one other node in the network — if network is sparse, reliability is poor and traffic may be concentrated in a handful of busy linksIf most nodes can hear multiple other nodes, that’s good for reliability, but bad for network capacity, because only one station can use the RF channel at a time. With one half-duplex radio per node, every packet has to be received by a node and subsequently retransmitted, doubling the transit time through the node. If multiple nodes are involved, the latency adds up quickly. The hidden transmitter problem also degrades network capacity. In this diagram, end-users A and B are exchanging data, while users C and D  are simultaneously doing the same. The link between nodes 2 and 10 is common to both conversations. Now, chances are that Nodes 2 and 11 can’t hear each other, but Node 10 can hear both of them. So Node2 and Node11 may transmit at the same, since as far as they can tell, the channel is clear. Node10 will here gibberish, and those packets will have to be resent.Don’t get me wrong. Mesh networks are really useful for a lot of applications. But we chose a different network topology for the MAIPN network. It is based on the 802.11 Wi-Fi standard.



Conventional Office LAN 
(Local Area Network)

Network Center

Switch in LAN 

Closet

1st Floor

2nd Floor

3rd Floor
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Let’s take a look, starting with a basic office network. Let’s say you have a business that occupies several floors of a large office building You install a local area network (LAN) to provide a variety of network services to your employees throughout the buildingThe network is based on switches in data closets on each floor of the building The switches are connected via fiber to servers in a central location (similar to backhaul in a cellular network)The servers host your VoIP telephone system, your email, and other business applications, as well as providing access to the internet via a corporate firewall. A network like this can also extend to other nearby buildings or an entire campus.



Corporate MAN 
(Metropolitan Area Network)

White Oak

Rockville

Beltsville

Presenter
Presentation Notes
But it doesn’t stop there. Suppose you have facilities scattered around town.  You want to have total control of the sensitive data on your network, so you pay an installer to run dedicated fiber optic cables linking your facilities, creating a metropolitan area network (MAN). Or you might pay a company like Verizon or ATT to dedicate some of their regional fiber capacity to your company. Either way, it is as if every user is on the same local area network. There are more fiber optic cable and more switches, but the network topology is the same. All of the network hardware is dedicated to your network and separated from the public internet by one or more firewalls.



Corporate WAN
(Wide Area Network)

Denver

Chicago

LA

London

etc.

DC MAN
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Last but not least, if you have other facilities all over the country or the world., you link those sites over the internet using encrypted virtual LAN technology. All of those users in all of those locations have access to the same servers and applications that you provide for their use here in DC. That’s called a wide-area network, or WAN. The key difference between a MAN and a WAN is that some of your links between switches are riding over the public internet rather than on dedicated fiber links.



Wireless MAN
(Metropolitan Area Network)

Presenter
Presentation Notes
Running fiber optic cables between buildings, or across town, is extremely expensive. What if you could replace some of the fiber optic cables running between buildings in your MAN with a point-to-point microwave link? That sounds pretty expensive, also, right? But it would do the job?Absolutely, and for a lot less money than you might think. And that is the approach taken by MAIPN. MAIPN is essentially a private, noncommercial metropolitan area network linking hospitals, EOCs, and other served users.



MAIPN is a wireless Metropolitan Area Network.

It is private, noncommercial, and regional in scope.

Wireless MAN
(Metropolitan Area Network)

Presenter
Presentation Notes
Running fiber optic cables between buildings, or across town, is extremely expensive. What if you could replace some of the fiber optic cables running between buildings in your MAN with a point-to-point microwave link? That sounds pretty expensive, also, right? But it would do the job?Absolutely, and for a lot less money than you might think. And that is the approach taken by MAIPN. MAIPN is essentially a private, noncommercial metropolitan area network linking hospitals, EOCs, and other served users.



AirMax Concept

(Wi-Fi on steroids)

Presenter
Presentation Notes
Pictured here is a Ubiquiti Nanobeam M5 unit. For just $70, you get a self-contained digital microwave radio built into the feedhorn of a 19 dBi dish antenna. A pair of these units, pointed toward each other over a clear line-of-sight path, can sustain a data rate of 300 Mb/s.  The only connection is a standard CAT-5 Ethernet cable. The radio is powered by a 24 VDC power supply over the same Ethernet cable that carries the data.  If one of these radios is plugged into a computer or standard Ethernet switch at ether end of the microwave link, it is exactly as though the switches were connected by a gigabit-class Ethernet cable.In other words, we can use hardware like this extend the reach of a local-area network over distances spanning a metropolitan area. And we can use that network for any application that can be run on a normal office LAN. That’s one of the killer apps for this equipment. Or we can use this microwave network to access the internet via a distant internet service provider if we lose our local internet connection. There are commercial companies, and also quite a few not-for-profit community organizations, that are set up to do exactly that for customers who lack landline access to the internet. That’s actually the main customer base  for this kind of equipment.



AirMax Concept

• Same radio, same protocols

• 2’ diameter dish (30 dBi) 

• Shielding kit and more robust 

mounting hardware suitable 

for a tower or rooftop in high-

RF environment

• Range up to 50 miles

• Throughput up to 450 Mb/s

We commonly use this dish and radio

Presenter
Presentation Notes
We commonly use this dish and radio. It’s the same radio, with a slightly bigger dish that provides more gain. More importantly, it is more robust and suitable for use on a a tower or rooftop in high-RF environment. A setup like this costs several hundred dollars. The radios, by the way, are programmed through a browser interface. No extra software is required. There is even a spectrum analyzer built into the radio’s firmware, so you can see what the dish sees. That’s very useful when choosing what frequency to operate on.Larger and more capable antennas and radios are available. The price goes up, of course. The point is, you have a range of options for which equipment to use on a given link, depending on the distance involved and the required data throughput. These 2’ dishes are easy to work with, If you choose a larger dish, you are dealing with more weight and greater wind load. Plus, the more gain your dish has, the harder it is to point due to the narrower beamwidth.



Part 15 vs. Part 97

⧫ We use Part 15 frequencies for our network 

backbone

⧫ Primarily to benefit served agencies who use the 

network 

⧫ Ham radio users can have on-ramps and off-

ramps using Part 97 frequencies (e.g., 3.6 GHz)

Presenter
Presentation Notes
We are among several network developers who have chosen to implement our network on Part 15 frequencies – usually in the 5.8 GHz band – rather than using Amateur Radio microwave bands.  This was one of the more contentious choices that we needed to make. I was among those who needed to be convinced to take this approach. The rationale is that our served agencies can use a Part 15 network freely without the need for a licensed ham to serve as a control operator. And they can encrypt their sensitive traffic, which can’t be done under Part 97 rules. The flip side of the equation is that we have to accept interference from other Part 15 users. So, although our starting point is derived from the basis and purpose of the Amateur Radio Service in Part 97, you don’t need a ham license to use our equipment or to become an active member of our group. We are willing to use Part 97 frequencies for on-ramps and off-ramps, but not for the network backbone. In the beginning, I thought interference in the 5.8 GHz wi-fi band was going to be terrible in our urban/suburban environment. But it turns out that we are often working at a higher elevation than typical Wi-Fi links, and the link gain afforded by our dish antennas typically gives us 20 to 40 dB of signal-to-noise ratio. That’s enough to get decent throughput, although rarely anything approaching 450 Mb/s. Plus, on the day that our network is critically needed, those other users will probably be off the air due to widespread power outages.Equipment is available for the higher-frequency microwave bands (60 GHz and above), but it is still pretty pricey. The benefit of these higher frequencies is that you get higher gain for a given dish size, potentially less interference, and much greater throughput due to the wider channel bandwidths in that portion of the spectrum. As these systems become down in cost, we can consider upgrading our high-traffic links on a case-by-case basis. We could also consider setting up links in the licensed microwave spectrum, but again, those are out of our price range.



AirMax Concept

(Wi-Fi on steroids)

Sector antenna

at central node

Client nodes
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But there’s more.  From one node in a central location, instead of implementing multiple point-to-point links to other nodes, you can connect the microwave radio to a sector antenna that provides coverage over a wider geographic area. Now multiple client sites can share that one central site. The disadvantage is that the capacity of that central radio has to be shared by the clients.  But in some cases, that is a reasonable option.



Presenter
Presentation Notes
Here’s what the network looks like.  This schematic shows a four–node backbone, but the network can be extended to many nodes.  At each backbone node, there are digital microwave radios that establish links to other nodes. Those radios are connected via a CAT-5 cable to the backbone router. In this system, the router is a separate hardware item. We use routers made by MikroTik in our system. They cost about $110 each. At least one other group I know of has used surplus Cisco routers.It is actually the programming of those routers that establish the topology of the network, not the programming of the radios. The router is programmed with rules that determine how traffic is routed from one end user to another, and what kinds of traffic are permitted (firewall functionality). Unlike a mesh network, which forms itself on the fly, in an AirMax metropolitan-area network, any time a node is added to the network, manual effort is needed to establish the links to adjacent nodes and program the routers accordingly. However, in the event of the loss of a node, the routing algorithms attempt to reroute traffic through an alternate path, if one can be found.Two of the backbone nodes in this diagram are located atop buildings. At these locations, the router is connected to a standard Ethernet LAN switch, providing service to users at that location. The other two nodes are relay points mounted on towers. At these locations, there probably aren’t any local users. However, a router is still needed to direct the traffic. It is usually located in a communications hut at the base of the tower for ease of maintenance. At one of our sites, we have a router bolted directly to the tower leg and fed by a 48-volt DC power supply in the equipment hut. One sector antenna is shown here.  In this example, it is providing service to two end-user locations. End user sites are also usually equipped with routers and or switches, depending on the number of networked devices at that location.



MAIPN 

Backbone

May 2022
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As you can see, our network is rather sparse. After several years of effort – and more than two years lost to the pandemic – the MAIPN network is mostly aspirational at this point. Part of the problem is that we don’t have convenient mountains or skyscrapers overlooking most of our served agencies. But even where such sites exist, getting permission to use them is a challenge. We have links of 30, 40, and 53 miles, plus a number of shorter links. The links shown as dashed lines were operational, but are currently off the air. In one case, we had two shut down a node while the roof was replaced. That work has long since been completed, but access to the site remains limited due to the ongoing pandemic. As you might suspect, the site is a sensitive one. That accounts for two of the links that are currently down. The third is awaiting a tower climb.Our target operational area extends from the front range of the Appalachian Mountains to the Atlantic coastal plain, with a region of rolling hills in between. Most of the served agencies are in that intermediate area of rolling hills. As of this moment, we have exactly one hospital with a full-time connection to the network. We also have one repeater operator who uses the network for repeater linking via the internet from a remote repeater site. Another repeater operator – that would be me – uses the network to administer an S-Com repeater controller via its serial port.  So, the network is a proof of concept. The technology does work, once you understand the limitations and constraints.However, we have potential clients who have asked to be on the network, but we don’t yet have a way to get from one of our existing nodes to where they are. To get to the next level, we need volunteers who can arrange access to rooftops in strategic locations, even if that means making cold calls to building owners. There must be an association of commercial property owners and managers in our area, but we haven’t found that organization yet. We could also use a few more volunteers with networking and cybersecurity expertise. We welcome the involvement of hams and non-hams who are interested in joining us.



AirMax concept –

Pros and cons

⧫ LAN functionality can be extended over a wide 

geographic area, with distances of up to 50 miles 

between nodes (ideally, 10-25 miles).

⧫ But unlike a mesh network, an AirMax network 

must be designed and configured using fixed IP 

addresses



AirMax concept –

Pros and cons

⧫ Like a mesh network, if enough AirMax nodes 

are interconnected with multiple other nodes, 

traffic can automatically reroute around a failed 

node.

⧫ But this routing capability has to be programmed 

when the node is installed – it’s not automatic.

⧫ The routing is done by a separate router at each 

node, not the radio.

⧫ Our routers are all managed remotely over the 

network.



AirMax concept –

Pros and cons

⧫ Like a mesh network, an AirMax network does 

not scale well if there are too many users, and is 

only as strong as the weakest link between any 

two end-users. 

⧫ But different links can use different channels, or 

even operate on different bands. That means 

they can all be transmitting simultaneously. They 

don’t have to take turns using the same radio 

channel.



AirMax concept –

Pros and cons

⧫ An AirMax link can be used to join together two 

isolated mesh networks, combining the best 

features of both architectures.

Presenter
Presentation Notes
You don’t have to choose between one and the other. AirMax and mesh networks are interoperable. For example, you could use an AirMax point-to-point link to join two geographically-separated mesh networks into one big mesh network.



What can served entities do 

with broadband service? 

⧫ Anything that they can do over the internet, 

within the available bandwidth. And with a user 

interface that stakeholders are used to dealing 

with.

⧫ At most locations, we are talking about 50 to 

several hundred Mb/s throughput being available 

between any two network nodes. 

⧫ Users can also access the internet through our 

system to support critical needs should they be 

impacted by a local internet outage.

Presenter
Presentation Notes
So now we get to the crux of the matter. Some of us hams are technically inclined. It is a fascinating technical challenge to set up a 20-mile microwave link and run a Verizon speed test showing that you are getting 150 Mb/s throughput across the link. But unless you have set it up to do something useful, the accomplishment is rather ephemeral. (read slide)50 Mb/s isn’t much in the big scheme of things, but it’s a heck of a lot better than Winlink at hundreds to a few thousands of kb/s effective throughput. (Not that I’m denigrating Winlink. It’s one of the most important tools in our emcomm toolkit, and I’m a huge fan.)We have the opportunity to connect into the internet at several locations across our network, so a served agency could potentially access the internet through our system to support critical needs should they be impacted by a local internet outage.



Possible Emcomm 

applications

⧫ Provide backup communications among 

EOCs, hospitals, and other served agency 

locations—email, file sharing, VoIP telephony

⧫ Project internet service to a field staging area, 

disaster site, or shelter, either from a central 

location or from the nearest point where 

internet service is available

⧫ Implement live video coverage of incident or 

situational awareness at EOC

⧫ Implement VoIP telephone system at field 

location

Presenter
Presentation Notes
Here are some possible disaster communications  applications. These applications don’t come in the box with the radios. You have to build them on the network, often by connecting computers or applications servers to  one or more network nodes. 



MAIPN VoIP phone system

Presenter
Presentation Notes
As one example, we have an Asterisk VoIP telephone system set up on our network. Phones are currently operational at several MAIPN user facilities, and will be installed at all future client sites. Telephone instruments that have been preconfigured on the system, like the one shown here, become operational as soon as they are plugged into any port on a MAIPN network switch. The beauty of VoIP telephone service is that it is communications technology that our clients already know how to use! Normally, our VoIP system is a closed system. However, should a client experience a telephone outage, we have to capability of either ordering up commercial VoIP service on the fly, or patching into an available landline at any of several locations in the network. I’m pretty sure it would be violating the terms of my contract with Verizon to be providing telephone service to users on the MAIPN network, but in an emergency, I can’t imagine they would be too upset. On a technical level, it’s easy to do with inexpensive off-the-shelf hardware. This is another capability whose feasibility we have tested and verified, but having a cadre of trained volunteers who can deploy VoIP telephone service to a field location in an emergency remains an unfulfilled dream. Here is an interesting twist on VoIP service. A repeater collocated with one of our backbone nodes has an autopatch that is plugged into our VoIP system so that repeater users can dial any extension in the system. There are probably quite a few hams who don’t know what an autopatch is. It is a bit of obsolete technology that allows repeater users to place landline telephone calls over their VHF or UHF radio. One of these days, we are going to experience a regional telephone outage, and when that day comes, the low-tech autopatch will become an important tool again. And speaking of autopatches and repeaters, we currently have two repeater operators who use the MAIPN network to remotely manage their repeater controllers.



Another application …

Presenter
Presentation Notes
Here is another application for this technology. We needed to set up a voice and Winlink station at a local hospital for a mass casualty exercise. The conference room used as the hospital’s emergency operating center was landlocked. It was on an upper floor. The windows didn’t open, and we weren’t getting far with just a small antenna in the room. There was no practical way to run a coax cable to a more advantageous antenna location.We could have set up a crossband repeater and a Winlink digipeater on a taller structure nearby. That would have given us a limited capability. But a friend had a Kenwood TM-D710 radio and a RemoteRig system that could be used to separate the radio and its control head and connect them over a CAT-5 connection. Our innovation was to use a pair of Nanobeam microwave radios in lieu of the CAT-5 cable.  We set up the radio on the roof of an adjacent building. In the EOC, we simply pointed the dish through the window. We had full control of the radio, and could participate in a voice net on 70 cm, switching frequencies at will,  while simultaneously passing Winlink traffic on two meters.  There is an article on the MAIPN website with the details of how we set this up. We now have a permanent radio installed at this hospital, but we have used the RemoteRig trick on at least one other occasion in a similar situation.



Possible Amateur Radio 

applications

⧫ Satellite receiver links for repeaters

⧫ Linked repeaters

⧫ Repeater control channels

⧫ Remote link for repeater phone patch

⧫ Backhaul to internet for DMR and other 

digital-mode repeaters

⧫ Digital ATV (aka streaming video)

⧫ Experimentation

⧫ Learning about technology

⧫ Recruiting new high-tech hams



Field Day 2015

Presenter
Presentation Notes
I mentioned at the beginning that one of our objectives was to be able to project the network into an arbitrary location like a Field Day site or a disaster scene. This was an experiment in 2016 to see if we could project internet access to a Field Day site at Washington Monument State Park on the Appalachian Trail in Maryland. There was essentially no cellular service at the site.Conclusion: it’s hard.  We could not get a direct path from the Field Day site to either of our existing backbone sites in the area because of an intervening ridge. So we set up a relay site at a farm a mile or so south of our Field Day site. That farm had good visibility to a backbone node about ten miles away on a neighboring ridge. But trees blocked the path to the Field Day site, so our connection was marginal. It wasn’t stable enough to use in any meaningful way.We were more successful in providing internet service at a different Field Day site that had a clear path to an existing backbone node. We have also successfully delivered network service to other locations during various disaster communications drills.



Public Service Event

Presenter
Presentation Notes
This photo was taken at the finish line of a planned charity bike ride in Walkersville, MD. When we scouted the site ahead of the event, we saw a signal from the distant dish, but it was not strong enough to sustain a link. Had we been able to place a relay on the roof of the high school across the way, or gotten our dish 50 feet in the air rather than 10 feet, we might have been successful. As it was, we had to tell the event organizer that we couldn’t support the event.Time and time again, when Google Earth told us that we had inadequate ground clearance, I, the eternal optimist, insisted that we do a trial run in the field, just to make sure. And in every case, the field test confirmed what I should have known. I’m a slow learner, but I eventually caught on. Plus, Google Earth and other link planning tools don’t tell you where there are apartment buildings, barns, water towers, or flagpoles blocking the path. In this case, the flagpole was likely within the Fresnel zone of the link path, meaning it adversely impacted the link.  The trees in the near distance, and also trees at the other end of the link, were probably also tall enough to intrude on the Fresnel zone. 



Hospital link

Presenter
Presentation Notes
Now let me shift gears and show you a bit of the methods we use  when planning a link. We use Google Earth and other specialized software for link planning. I have a few links to resources at the end of the presentation.Here is an example of a path analysis using Ubiquiti’s free online tool.  It takes into account distance, terrain, height above ground at both ends of the link, frequency, channel bandwidth, and antenna gain. It even plots the Fresnel zone for you. It looks this is a good path, right?



Hospital link

Presenter
Presentation Notes
Sorry. Not so fast. Often, the biggest challenge is getting over trees within a block or two of our planned location (at either end of the link). It takes very little foliage to completely absorb a signal at 5.8 GHz. Trees in this area grow to a height of 100 feet, so you need at least that much clearance above any intervening terrain to have a successful path. I copied the plot from the Ubiquiti tool into a drawing program add added red lines to represent the height of 100’ trees at various high points along the path. These trees look very disproportionately tall and skinny relative to the elevation profile. That’s because the vertical scale of the drawing is showing us about 200 feet of height, while the horizontal scale is almost 4 miles. That works out to the horizontal scale being compressed almost 100 times relative to the vertical scale in this drawing.The bottom line is that things aren’t looking so good. At the location of that first ridge coming from the left, if there are any 100-foot trees, they are going to completely obstruct the path. And this property is heavily wooded private land. If I were to drive up the long driveway in this day and age, I might be met by someone holding a shotgun.



Hospital link

Presenter
Presentation Notes
Here is a birds-eye view of the first intervening ridge, taken from Google Earth. You can see that there is a partial clearing where the path traverses this ridge. So, perhaps we can get a bit of signal through (he said optimistically).In fact, we did put up this link, setting the radios on the narrowest channel bandwidth, because it was our best option to reach this site. And we do get a usable connection, although the data throughput is much less than we would like it to be. It serves as a useful demonstration of the capabilities and limitations of the technology. And those trees are going to continue to grow, so the situation is unlikely to improve over time! As I said earlier, optimism rarely pans out in this game. We paid a climber to install a dish at the 160-foot level on a tower, and we don’t have much to show for our effort and expense.



Emergency preparedness fair

Presenter
Presentation Notes
We now have a way to get a dish up to 50 feet above ground. Here we are setting up a 2m/440 antenna prior to raising the pneumatic mast with its attached microwave radio on an az-el mount. This was at an Emergency Preparedness Fair cosponsored by National Cancer Institute (part of the National Institutes of Health) and Johns Hopkins University at their campus in a DC suburb. We got there early. Three hours after this photo was taken, the entire fair, with a couple dozen booths and an adjacent farmer’s market, was set up around us. We also demonstrated HF Winlink at this event, with an NVIS antenna erected near the tree in the background.



Presenter
Presentation Notes
While our comm van with its pneumatic mast is a nice resource, remember that I mentioned that trees in this area grow to 100 feet. At this event, we had to set up a relay to one of our backbone nodes from the roof of a nearby building. Within a couple of hours of arriving on site, we had broadband internet service, including Wi-Fi access and telephone service, down in the parking lot where the fair was taking place. We were even able to provide internet service to another exhibitor at the event.The microwave radios have several configuration screens with dozens of parameters to be programmed. A very experienced technician who works with the equipment on a daily basis can probably set up a temporary link like this in the field on the fly. But for us mere mortals, considerable advance planning, and preferably, a dry run, greatly increase the probability of success.  For example, at one of these events, I had set the RF power output of the microwave radio to the milliwatt level while testing in my basement. When we got into the field, I forgot to boost the power up to the normal operating level of about 500 mW. It took me way too long to figure out why the data throughput to the distant site (about ten miles away and clearly visible on the horizon) was so low.We aspire to develop a team of skilled volunteers who can do this sort of thing with a high degree of proficiency, but we have a long way to go before we reach that level.Notice a coil of exterior-grade CAT-5 cable on the ledge behind us. That’s a safety violation. Never put equipment on a building ledge where it could be bumped off, giving someone on the ground below a terrible headache. This highlights the challenge of amateurs working in dangerous technical environments. Normally, I would say, “Go ahead. Make mistakes. Learn as you go.” That’s part of the joy of Amateur Radio.  But not so much when safety is a concern. If you do not have experience working in this environment, find someone who does, and do what they say. Also, look into the liability insurance offered by the ARRL for clubs.



Presenter
Presentation Notes
We try to avoid towers. We usually have to pay a professional climber when we install on a tower, and any time the equipment needs to be serviced. Climbing a flight of stairs to a rooftop is much easier and less expensive. Note our pipsqueak 2-foot dish next to a moderate sized dish that required a crane to install. We are about 200 feet above ground level at this site. We are in need of volunteers who are skilled in design and installation of this kind of equipment in accordance with all of the applicable safety codes. It takes time to line up the hardware, accessories, and volunteers to undertake one of these installations.And we need volunteers who can provide access to rooftops and even make cold calls to building owners. We have hospitals who have asked to be on the network, but we don’t yet have a way to get from where we are to where they are.



Tying the ribbon on …

⧫ The technology: great challenges, great promise

⧫ People skills are as important as technical skills

⧫ Be guided by customer needs

⧫ Don’t let yourself get frustrated by poorly written 

and incomplete documentation – think of it as 

puzzles to be solved

⧫ Have fun learning new things



Who we are …

⧫ Ken Jamrogowicz, KE2N

⧫ Dick Hayman, WN3R

⧫ Al Taylor, KN3U

You can contact us via the website:

https://maipn.org

https://maipn.org/
Presenter
Presentation Notes
At this point, there are just three principals in MAIPN, although we are assisted and supported by several other volunteers. Alas, our founders, Keith and Eva moved to the West Coast to be close to their granddaughter. We have lost a few other members due to health issues, and the three of us are at the age where physical limitations are becoming an issue. Reinforcements are desperately needed!



Resources

https://www.google.com/earth/versions/#earth-pro

http://www.heywhatsthat.com/

https://help.ui.com/hc/en-us/articles/204952224-

airMAX-Planning-an-Outdoor-Wireless-Link

https://ispdesign.ui.com/#

https://www.arrlinsurance.com/

https://www.google.com/earth/versions/#earth-pro
http://www.heywhatsthat.com/
https://help.ui.com/hc/en-us/articles/204952224-airMAX-Planning-an-Outdoor-Wireless-Link
https://ispdesign.ui.com/
https://www.arrlinsurance.com/


Questions?
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